JURIDISKA FORENINGEN

STOCKHOLM

PROTOKOLL FORT VID SAMMANTRADE MED JURIDISKA
FORENINGENS STYRELSE DEN 25 januari 2024

NARVARANDE

Daniel Johansson Ordférande

Emil Wallmark Vice ordforande

Emma Ridell Sekreterare

Mathilde Lonnell Mortensen Skattmaéstare

Elias Krantz Vice skattméstare

John Sundqvist Wesstrom Idrottssekreterare
Jonathan Sandquist Borgméstare

Ema Jusupovic Ofverfadder

Oskar Lindgren Klubbméstare

Helia Roofpanah Internationell sekreterare
Felicia Forneman Soderlind Underhéllningsmastare
Gustaf Wennersten Informationssekreterare

FRANVARANDE
Mathilde Lonell Mortensen (skattméstare) var franvarande fram till kl. 18:31.

1. Formalia

1.1 Métets 6ppnande
Ordforanden forklarar métet Oppnat den 25 januari klockan 18:02.

1.2 Val av justerare
Sekreteraren yrkar att Elias Krantz ska viljas till justerare.

Motet bifaller yrkandet.
1.3 Justering av rostlangd, konstaterande av beslutsférhet
Rostldngden faststills till elva personer och motet ér saledes beslutsfort. Rostldngden justeras

till tolv personer frdn beslutspunkt 4.5.7 nér skattméastaren anslét till motet.

1.4 Fraga om bisittare
Inga bisittare.

1.5 Justering av foregaende protokoll
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JURIDISKA FORENINGEN

Protokollet fran 6 januari faststills STOCKHOLM

justerat samt publicerat pd foreningens
hemsida.

1.6 Faststdllande av foredragningslista
Ordforande yrkar att ldgga till informationspunkt 3.3 Extrastimma.

Motet antar foredragningslistan med det yrkade tilldgget.

2. Rapporter

2.1 Redogorelse for foreningens ekonomi
Vice skattmistare redogor for att foreningens ekonomi fortsatt dr god. Inledande budgetméten
har héllits. Fortsatta budgetmoten kommer att bokas med alla kommittéchefer.

2.2 Beslutsuppfoljning
Motet har inga beslut att f6lja upp.

2.3 Stiftelsen Juridisk fakultetslitteratur
Ett introducerande mote med stiftelsen har dgt rum. I 6vrigt finns det inget att rapportera.

2.4 Stiftelsen Juristernas hus
Arets forsta mote med stiftelsen holls den 15 januari. Ledaméterna har valts in och tréffat
foreningens nya inspektor.

2.5 Ovriga inkomna rapporter
Linjerédet har haft drets forsta mote. P4 motet diskuterades frimst att utbildningen for
tillfallet, 1 stor grad, dr begrinsad till distans samt att det finns ett utbrett missndje mot detta.

Det forsta campusrddsmotet har dgt rum. Vice ordforande och sekreteraren deltog i motet.
Motet diskuterade framst campusradssittningen som kommer dga rum pé varterminen. En
arbetsgrupp har tillsatts och JF dr med i denna.

3. Information

3.1 Kommittéinformation

Ordforande redogor for marknadskommittén. Olika events med olika aktorer fran arbetslivet
har planerats under de kommande veckorna. Det kommer bland annat arrangeras talarpubar.
Vidare pagar arbetet med SIM fortsatt och ansdkan har 6ppnats. Aven arbetet med JD pagér
fortsatt.
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JURIDISKA FORENINGEN

Sekreteraren redogdr for balen. En STOCKHOLM

offert fran en potentiell lokal har
inkommit och besok hos en annan
potentiell lokal ska ske nésta vecka.

Klubbméstaren redogor for att klubbmaésteriets kickoff var lyckad. Det har uppstétt smérre
problem avseende barchefer inom mésteriet men det pagar ett arbete for att 16sa detta. Vidare
informerar klubbmaéstaren om att moten med nya leverantorer har 4gt rum.

Ofverfaddern redogdr for att den andra insparksveckan snart dr dver. FLG har konstaterat att
de aktiviteter som involverar att baren dr 6ppen har haft fler deltagare. I 6vrigt finns det inget
att rapportera.

Idrottssekreteraren informerar om att ett intresseformuldr har 6ppnats och publicerats. Det har
mest visats intresse for fotboll men dven for badminton. Idrottssekreteraren redogor vidare
for att han haft méte med en av foreningens samarbetspartners avseende spons for
kommitténs aktiviteter. Eventuellt kommer den planerade trekampens upplédgg att forandras.

Borgméstaren redogor for att en ny projektor har installerats samt att ett nytt ljudsystem har
kopplats. Vidare redogors for att fastighetsservice har varit och sett dver faciliteterna och
eventuella reparationer.

Informationssekreterare redogor for att mecenatkort har skickats ut, utskick av bokcheckar
har paborjats och kommer fortsitta samt att [usbéraren haft sitt forsta mote for terminen.
Vidare informeras om att ny art director har hittats samt att en kickoff kommer att planeras
for kommittén.

Internationella sekreteraren redogor for internationella kommitténs arbete. Till helgen aker
intsek samt hennes vice till Bergen pé arets forsta nordiska vecka. Vidare har intresset for
kommande nordiska veckor varit stort. Avslutningsvis har ILM inletts och varit uppskattat
samt att resegruppsledare har hittats for vérens resa.

Underhallningsmastaren redogdr for att husbandets regelbundna repetitioner har inletts.
Vidare informeras om att nya inkdp kommer behovas vilket ska diskuteras med
skattmaéstarparet.

3.2 Anmalningsarenden
Inga anmilningsédrenden har inkommit.

3.3 Extrastamma
Ordforanden paminner om extrastimman som kommer dga rum den 1 februari och delvis
arrangeras digitalt. Vidare informeras om att inga motioner har inkommit till sekreteraren.
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JURIDISKA FORENINGEN

4. Beslutsirenden STOCKHOLM

4.1 Forslag till beslut om entledigande
av dmbetsman (Bilaga 1)
Ordforande yrkar att entlediga ambetsmén i enlighet med bilaga 1.

Motet bifaller yrkandet.

4.2 Forslag till beslut om tillsdttande av ambetsman (Bilaga 2)
Ordforande yrkar att tillsdtta ambetsmin i enlighet med bilaga 2.

Motet bifaller yrkandet.

4.3 Forslag till beslut om datum fér Folkbanketten (Bilaga 3)
Internationella sekreteraren forklarar att Codex antagit datumen och invéntar att datumen ska
godkinnas av JF Stockholm.

Ordforande yrkar att godkénna datumen i enlighet med bilaga 3.

Motet bifaller yrkandet.

4.4 Inkoép av volleybollnat (Bilaga 4)
Ofverfadder redogdr for beslutspunkten och forklarar varfor volleyboll behdvs.

Ordforande yrkar pa att styrelsen ska godkdnna inkdp av volleybollnit.
Motet bifaller yrkandet.

4. 5 Policys

4.5.1 Forslag till beslut om revidering av Uppforandepolicy (Bilaga 5, se dven bilaga 17)
Vice skattmadstare redogor for beslutspunkten. Arbetsgruppen har genomfort en stor revision
och den reviderade policyn syftar dels till att reglera medlemmarnas uppforande samt vara
tydligare sammankopplad med foreningens stadgar.

Ordforande yrkar att anta den reviderade policyn i1 enlighet med bilaga 5.
Motet bifaller yrkandet.
4.5.2 Forslag till beslut om revidering av Likabehandlingspolicyn (Bilaga 6, se dven bilaga

17)
Vice skattmistare redogor for revideringen.
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JURIDISKA FORENINGEN

Ordforande yrkar att anta den STOCKHOLM

reviderade policyn.
Motet bifaller yrkandet.

4.5.3 Forslag till beslut om revidering av Varningsriktlinjer (Bilaga 7, se aven bilaga 17)
Vice skattmaistare redogor for revideringen. Den storsta dndringen bestar av att bestimmelsen
om anonymitet tydliggjorts eftersom den tidigare upplevts som begransad.

Ordforande yrkar pé att anta den reviderade policyn.
Motet bifaller yrkandet.

4.5.4 Forslag till beslut om revidering av Handlingsplan vid diskriminering, trakasserier,
sexuella trakasserier och andra diciplinarenden (Bilaga 8, se dven bilaga 17)

Vice skattmistare redogor for revideringen. Revideringen har genomforts for att aterspegla de
andringar som gjorts i ovanstaende policys.

Ordforande yrkar att anta den reviderade policyn.

Motet bifaller yrkandet.

4.5.5 Forslag till beslut om revidering av Representationspolicyn (Bilaga 9)
Internationella sekreteraren redogor for revideringen. Revideringen har avsett undantaget
betraffande alkoholhaltiga drycker som giller vid de nordiska veckorna. Undantaget har
tydliggjorts men inga materiella dndringar har gjorts.

Ordforande yrkar att anta den reviderade policyn i enlighet med bilaga 9.

Motet bifaller yrkandet.

4.5.6 Forslag till beslut om revidering av ILM-policyn (Bilaga 10)

Internationella sekreteraren redogor for revideringen som framst avser att LLM har lagts till
samt att omfattningen har tydliggjorts.

Ordforande yrkar pa att anta policyn i enlighet med bilaga 10.

Motet bifaller yrkandet.

4.5.7 Forslag till beslut om revidering av Allergipolicyn (Bilaga 11)
Internationella sekreteraren redogor for den foreslagna revideringen.
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JURIDISKA FORENINGEN

Ordforande yrkar pa att bordligga STOCKHOLM

punkten till ndsta mote samt att byta
namn pa policyn till “ndtpolicy”.

Internationella sekreteraren och underhéllningsmaéstaren yrkar att policyn ska tas bort i sin
helhet.

Motet rostar pa de alternativa yrkandena.

Motet bifaller yrkandet om att ta bort policyn i sin helhet.

4.5.8 Forslag till beslut om revidering av Provfridspolicyn (Bilaga 12)
Klubbméstaren redogor for revideringen. Revideringen avser ett tillagt undantag som
motsvarar reccefridens undantag for tidigare ingédngna relationer.

Ordforande yrkar att anta den reviderade policyn 1 enlighet med bilaga 12.

Motet bifaller yrkandet.

4.5.9 Forslag till beslut om revidering av KA-policyn (Bilaga 13)
Vice ordforande redogor for revideringen som mer konkret avser KA:s arbetsuppgifter.

Klubbmaéstare och underhallningsméstare anmérker pa 2 § utifran ett redaktionellt perspektiv.
Vice ordférande bemoter detta och atar sig att fortydliga paragrafen.

Ordforande yrkar pé att anta den reviderade policyn med de diskuterade &dndringarna.

Motet bifaller yrkandet.

4.5.10 Forslag till beslut om revidering av Ekonomipolicyn (Bilaga 14)

Vice skattmaistare redogor for den reviderade policyn. Revideringen avser redaktionella
dndringar samt en bestimmelse om personligt ansvar for inkdp som strider mot policyn. Den
inforda bestimmelsen &r 1 Overensstimmelse med gillande lag. Vidare har en bestimmelse
om viardepapper lagts till pa begéran av revisorerna och i enlighet med vad som diskuterades
pa foregaende styrelsemote.

Ordforande yrkar att anta den reviderade policyn i enlighet med bilaga 14.

Motet bifaller yrkandet.

4.5.11 Forslag till beslut om revidering av Taxipolicyn (Bilaga 15)
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JURIDISKA FORENINGEN

Motet diskuterar revideringen utifran STOCKHOLM

bilaga 15. Olika asikter lyfts fram.
Personalens mdjlighet att kunna ta sig
hem &r en asikt som véger tungt.

Ordforande yrkar att anta den reviderade policyn i enlighet med bilaga 15.
Motet bifaller yrkandet.

4.5.12 Forslag till beslut om revidering av Personuppgiftspolicyn (Bilaga 16)
Informationssekreterare redogor for revideringen.

Ordforande yrkar att anta den reviderade bilagan i enlighet med bilaga 16.

Motet bifaller yrkandet.

5. Diskussionspunkter

5.1 Annonsera om att huset ar lunchoppet pa foreningens instagram (Bilaga 18)
Sekreterare redogor for punkten. Genom att marknadsfora pé sociala medier att Juristernas
hus héller lunchdppet dkar forhoppningsvis antalet som éter lunch pa huset. Det kan i sin tur
oka gemenskapen for medlemmarna. Métet tycker det 1dter som en bra idé.

5.2 Samarbete mellan JF:s underhallningsmasteri och SF (Bilaga 19)
Underhéllningsméstaren redogor for punkten. Samhéllsvetenskapliga foreningen vill se ett
samarbete 1 fragan om att anordna danslektioner tillsammans. Motet diskuterar att det, pa ett
roligt sdtt, kan 6ka mojligheten for foreningens medlemmar att lara kénna ménniskor fran
andra foreningar. Det diskuteras emellertid att det dr viktigt att det inte inskrénker deltagandet
for JF:s medlemmar eller underhdllningsmésteriets sponsbudget.

5.3 Arbetsgrupp for revidering av stadgar

Vice skattmaistare redogor for punkten. Han anser att det finns nddvéndiga dndringar att gora.
Ordforande lyfter att Vice skattmaéstarens arbete med policyrevideringarna var vél
genomforda och att ett arbete med tydlig disposition och sprak gor stor skillnad. Métet
konstaterar att en arbetsgrupp for att se Over foreningens stadgar later som en bra ideé.

6. Ovriga fragor

Styrelsen pratar om riddarmiddagen. Datum for middagen har &nnu inte bestamts.

Postadress: Frescativdgen 16 114 18 Stockholm Org. nr. 802008-9614
Besoksadress: Frescativigen 16 Juristernas Hus E-post: info@jurstud.com

Telefon: 08-156971 Webb: www.jurstud.com

Transaktion 09222115557510011534

Signerat ER, DJ, EK



JURIDISKA FORENINGEN

. STOCKHOLM

7. Sammantradets avslutande
7.1 Nasta sammantrade
Nasta sammantriade sker den 22 februari k1 18:00.
7.2 Motets avslutande
Ordforande forklarar motet avslutat den 25 januari kl. 19:09.
Ordftrande
Sekreterare

=1 k&, ~
Justerare
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Bilaga 1

JURIDISKA FORENINGEN

STOCKHOLM

Forslag till beslut om entledigande av imbetsmin

Klubbmaisteriet
Fredrik Grill Barchef

Klubbmistare
Oskar Lindgren

Informationskommittén
Vilma Bostrom Art director

Informationssekreterare
Gustaf Wennersten
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Bilaga 2

JURIDISKA FORENINGEN

STOCKHOLM

Forslag till beslut om tillsittande av imbetsmin

Klubbmisteriet
Freja Unge Barchef

Klubbmistare
Oskar Lindgren

Informationskommittén
Emma Engqvist Art director

Informationssekreterare
Gustaf Wennersten
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Bilaga 3

JURIDISKA FORENINGEN

STOCKHOLM

Forslag till beslut om datum for Folkbanketten

Jag foreslar att Folkbanketten 2024 dger rum 24-26 maj hos var
systerforening Codex, 1 Helsingfors, Finland.

Internationell sekreterare

Helia Roofpanah

V Signerat ER, DJ, EK
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Bilaga 4 JURIDISKA FORENINGEN

STOCKHOLM

Kop av Volleybollnat

Vaxmoraskolan (dir proppendagen kommer hallas) har inte ett volleybollnét. Styrelsen
ska fatta beslut om ink6p av volleybollnit ska bifallas eller ogillas.

Ofverfadder,
Ema Jusupovic
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Bilaga 5 JURIDISKA FORENINGEN

STOCKHOLM

JURIDISKA FORENINGENS UPPFORANDEPOLICY

1§  Syfte
Juridiska foreningen verkar i ett studiesocialt syfte och bedriver verksamhet med och for
juriststudenter vid Stockholms universitet. Foreningen med dess verksamhet ska verka for en
trygg miljo for alla medlemmar och ska préglas av respekt, likabehandling och méangfald, dér
manniskors lika virde ska vara en central viardegrund. Det forvintas vidare att samtliga
medlemmar ska visa respekt och omtanke gentemot varandra.

2§ Tillimpningsomrade
Denna policy ska genomsyra hela Juridiska foreningens verksamhet och foljas av samtliga
medlemmar och andra som deltar 1 foreningens arrangemang eller vistas 1 foreningens lokaler.

3§ Diskriminering
Juridiska foreningen tolererar inte ndgon form av icke-beréttigad sarbehandling eller
diskriminering pé grund av en persons kon, konsidentitet eller uttryck, etnisk tillhorighet, religion
eller annan trosuppfattning, funktionsnedséttning, sexuell ldggning, alder, eller annan godtycklig
grund.

Sarbehandling eller diskriminering &r endast berittigat i syfte att frimja jamstilldhet.
Diskrimineringslagen (SFS) kan anvindas végledande vid tolkningssvarigheter.

4§  Trakasserier och sexuella trakasserier

Juridiska foreningen tolererar inte upptradanden som krénker en annans persons vérdighet.

Juridiska Foreningen tolererar inte upptrddande av sexuell natur som kranker en annan person.
Det innefattar bdde tydliga sexuella handlingar och antydningar samt mer subtila sddana.

5§ Vald och skadegorelse
Juridiska foreningen tolererar inte ndgon form av vald eller skadegorelse.

6§ Upptridande i samband med foreningens verksamhet
Alla som deltar pa foreningens arrangemang, eller vistas i foreningens lokaler, ska visa respekt
mot personal och alla andra som deltar pa féreningens arrangemang, eller vistas 1 foreningens
lokaler.
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Bilaga 5 JURIDISKA FORENINGEN

STOCKHOLM

Medlemmar, andra som deltar pd ett av foreningens arrangemang eller vistas 1 foreningens
lokaler ska f6lja personal eller annan ansvarigs instruktion.

Barpersonal far vigra alkoholservering dé detta dr pakallat av ordningsskal eller om det annars
foljer av lag eller annan forfattning. Serveringsansvarig, personal, samt styrelseledamot far vigra
person tilltridde till lokalen om denne stor eller kan befaras stora ordningen.

Medlemmar ska da de representerar Juridiska foreningen och i samband med foreningens
verksamhet upptrada respektfullt, iaktta denna uppforandepolicy, foreningens dvriga policys,
foreningens stadgar, lag och annan forfattning.

7§  Ovrigt olimpligt beteende
Medlemmar, andra som deltar pd ett av féreningens arrangemang eller vistas 1 foreningens
lokaler ska inte pa annat sétt bete sig olampligt.

8§  Juristernas hus
Juristernas hus dr medlemmarnas samlingsplats och det dr viktigt for allas trevnad att varda huset,
och inte forstora eller skripa ner.

9§ Anmilningsforfarande
Den som utsitts, eller som kénner till eller missténker att nagon har blivit utsatt, for
diskriminering, trakasserier eller sexuella trakasserier inom foreningens verksamhet uppmanas att
rapportera hindelsen till arbetsutskottet.

10§ Hantering av drenden och pafoljder
Overtridelse av denna uppférandepolicy kan i enlighet med 8 § Juridiska foreningens stadgar,

och Juridiska foreningens varningsriktlinjer leda till uteslutande eller avstangning.

Person som inte 4r medlem och bryter mot denna uppforandepolicy kan vigras tilltrade till
foreningens arrangemang, verksamhet och lokaler.

Rapporterade dvertradelser hanteras enligt foreningens handlingsplan.
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Bilaga 6

JURIDISKA FORENINGEN

STOCKHOLM

JURIDISKA FORENINGENS LIKABEHANDLINGSPOLICY
1§ Andamal

Som fakultetsforening for studerande vid Stockholms universitet, och som en organisation
dar manniskor umgas, utvecklas och etablerar kontakter, 4r det av yttersta vikt att Juridiska
foreningen aktivt arbetar for likabehandling. Detta ska vara ett medvetet och aktivt arbete, vi
ska strdva efter en forening dir alla moten sker pd lika villkor. Styrelsen for Juridiska
foreningen vid Stockholms universitet ser det som en sjdlvklarhet att ingen medlem skall
behandlas olikt baserat pd kon, konsidentitet eller uttryck, etnisk tillhorighet, religion eller
annan trosuppfattning, funktionsnedsittning, sexuell ldggning, alder, eller annan godtycklig
grund. Alla ménniskor har lika védrde och skall behandlas dérefter.

Juridiska foreningen anser att:

1. Alla medlemmar ska behandlas med respekt for sin person.

2. Mangfald inom foreningens samtliga organ ir ett efterstrdvansvért mal.

3. Ingen ska behdva kédnna sig hindrad eller obekvam att deltaga i foreningens
verksamhet.

4. Det ar varje enskild medlems ansvar att se till att Juridiska Foreningen préglas av
tolerans och 6ppenhet.

5. Likabehandlingsprincipen ska genomsyra bade den organisatoriska och den operativa
verksamheten 1 foreningen.

Frimjande atgirder
2§ Rekrytering
Rekrytering till foreningens verksamhet ska genomsyras och vagledas av denna policy.
Foljande ska gélla:
e Samtliga medlemmar 1 foreningen dr vilkomna att engagera sig 1 densamma.
e Det uppmanas att all rekrytering till ansvarsposter inom foreningen ska ske genom
Oppen ansokan.

3§ Uppfoljning
Foreningen ska arbeta aktivt genom att undersdka, analysera, atgédrda och folja upp
efterlevandet av denna och uppférandepolicyn. Det ér ytterst styrelsens ansvar att bidra med
fraimjande atgérder. Exempel pa fraimjande atgirder ar tydlig kommunikation till &mbetsméan
och personal géllande policyns innehall.
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Bilaga 7 JURIDISKA FORENINGEN

STOCKHOLM

JURIDISKA FORENINGENS VARNINGSRIKTLINJER

1 § Dessa riktlinjer syftar till att klargora vilka krav foreningen stéller pa medlemmars
upptrddande i samband med foreningens verksamhet. Riktlinjer syftar ocksa till att klargora
hur styrelsen arbetar med medlemsdrenden. Ambitionen &r att genom att tydliggdra vad
som utgor olampligt beteende, undvika situationer som leder till avstingningar.

2 § Juridiska foreningens verksamhet ir till for och dppen for alla medlemmar. Omsesidig
respekt utgor grundpelaren i foreningens verksambhet. I enlighet med foreningens
likabehandlingspolicy ska ingen behandlas annorlunda eller illa pa grund av kon,
konsidentitet eller uttryck, etnisk tillhorighet, religion eller annan trosuppfattning,
funktionsnedsdttning, sexuell 1dggning, alder, eller annan godtycklig grund. Diskriminering
1 alla dess former dr ndgot som foreningen inte tolererar och som ses sérskilt allvarligt pa.
Det ar av yttersta vikt att varje enskild medlem blir behandlad med respekt for sin person.

3 § Nir en medlem agerat pa ett sitt som skadar foreningen, eller i strid med foreningen
Uppforandepolicy kan styrelsen besluta att:

1)

2)

3)

4)

5)

Forklaring om att ingen Atgérd tas

Om en medlems Overtradelse endast dr av ringa betydelse, om ingen dvertradelse
begatt eller om synnerliga skél for att ingen atgérd ska tas kan styrelsen besluta 1dmna
forklaring om att ingen atgérd ska tas till berérda medlemmar.

Varning

Om en medlems overtrddelse beddms vara mindre allvarlig kan styrelsen besluta att
varna medlemmen. Varning ges dé en person upptritt pa ett oldmpligt sitt, men som
inte ar tillrdckligt allvarligt for att beslut om avstingning eller uteslutning, och det
bedoms tillrackligt for att det olampliga beteendet inte ska upprepas. Medlemmen ska
erinras om att varning &r en allvarlig atgérd, och att en varning paverkar framtida
bedomningar om avstidngning eller uteslutning.

Avstingning

En medlem som gjort en allvarligare dvertradelse kan stingas av frén all
foreningsverksamhet.

Styrelsen kan i stéllet besluta att endast stdinga av medlemmen frén viss eller vissa
typer av verksambhet, sdsom pubar och fester, om styrelsen bedomer att det dr en
tillracklig atgérd 1 forhallande till 6vertrddelsen och risken for att medlemmen begér
ytterligare dvertradelser.

Beslut om avstingning ska bestimmas till viss tid.
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4 § Arbetsutskottet kan besluta om att interimistisk avstinga en medlem under utredning eller
1 vintan pa att fragan ska tas upp av styrelsen.

5 § Avstingning och uteslutning i enlighet med 8 § Juridiska foreningens stadga dr de
strangaste verktygen som stér foreningen till buds vid regelovertradelser, styrelsen ska
dérfor visa restriktivitet vid tillimpning.

6 § I en utredning avseende en eventuell avstingning eller varning skall beroérda personer
horas och beredas tillfdlle att yttra sig. Dessa personer ska horas inom sju (7) arbetsdagar
fran det att arbetsutskottet fatt kinnedom om den eventuellt atgérds grundande incidenten
ifrdga. Utredningens ledamoter har tystnadsplikt och ska inte blanda in fler personer 4n
nddviandigt for att undvika olédgenheter.

7 § Personer inblandade i utredningen har rétt till anonymitet i den utstrdckning det &r mojligt
med hénsyn till omstdndigheterna.

8 § Utredning och beslutsfattande enligt denna policy maste ske sakligt, objektivt och
opartiskt. Ingen befattningshavare ma deltaga i beslut, utredning eller eljest i beredningen
av ett drende, enligt denna policy, som ror denne sjilv, nagon nirstaende till denne eller
eljest har ett personligt intresse 1 fragan.

9 § Arbetsutskottet leder en utredning enligt ovan. Utredningen ska genomforas skyndsamt.
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JURIDISKA FORENINGENS HANDLINGSPLAN VID
DISKRIMINERING, TRAKASSERIER, SEXUELLA
TRAKASSERIER OCH ANDRA DISCIPLINARENDEN

Forebyggande arbete infor evenemang

1. Alla &mbetsmin och dvrig personal pa evenemang ska kunna ta kontakt med
evenemangets huvudansvarige pé ett snabbt och smidigt sitt.

2. Det maste vara tydligt infor var evenemang vem en gést kan ta kontakt med ifall
diskriminering, trakasserier eller sexuella trakasserier eller misstanke om dessa
uppkommer. Detta bor tydligt skyltas pa synligt sétt for géster.

3. Ingen dverservering enligt alkoholpolicyn far ske, detta ska all personal
uppmaérksammas kring.

4. Under storre evenemang, exempelvis sittning, ska Serveringsansvarig eller annan
lamplig ansvarig pd plats tydligt upplysa deltagarna om foreningens forhallningssétt
samt hantering av eventuella trakasserier.

5. For styrelseledamoter, ambetsmén 1 tjdnst samt annan personal foreligger
rapporteringsskyldighet till ansvarig pa evenemanget gillande eventuella trakasserier
som personen sjilv sett samt om denne pa annat sétt erhéllit information om
eventuella trakasserier.

6. Den ansvarige dver evenemanget har i efterhand rapporteringsskyldighet till
arbetsutskottet gillande eventuella trakasserier.

Handling av enskilda drenden under evenemang

Framkommer det till styrelseledamot, &mbetsmén i tjdnst eller annan personal att det
forekommit eventuellt véld, trakasserier eller andra krankningar under pagaende evenemang
ska foljande dtgirder vidtas:

1. Omgéende rapportering av incidenten samt inblandade parter till ansvarig 6ver
evenemanget.

2. Serveringsansvarig, eller Kassaansvarig ska i forsta hand svara for att skota kontakt
med larmcentral, vid behov.

3. Den ansvarige ska ta kontakt med den utsatte omedelbart om denne ér kvar pa
platsen. D4 bor ett forsok att samla in relevant information om det upplevda
héndelseforloppet tas in samt vem som gjort sig skyldig till det pastddda véldet,
trakasserierna eller krdnkningen

4. Den ansvarige ska dven ta kontakt med den utpekade om denne &r kvar pa eventet for
att samla in relevant information om det upplevda handelseforloppet.
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5. Om den utpekade ar kvar pa evenemanget bor den ansvarige ta beslut om personen
bor lamna evenemanget eller ej. Vid denna beddmning ska man avgdra om den
utpekade utgor en risk for de andra gisterna.

6. Efter evenemangets avslut bor den ansvarige omgaende kontakta arbetsutskottet
gillande hindelserna.

Arbetsutskottets hantering av inkomna medlemsérenden

Fér arbetsutskottet kinnedom om att uppforandepolicyn Gvertritts eller att medlem annars
agerat oldmpligt inleds hos arbetsutskottet ett medlemsérende. Inom ramen for ett
medlemsdrende ska arbetsutskottet genomfora en utredning som ska ha till syfte att klargora
fragan om nagon disciplinpafoljd kan paféras. Om en person som varit utsatt for det
oldmpliga beteendet dnskar att arbetsutskottet inte utreder drendet ska en utredning inte
genomforas om inte sirskilda skil foreligger. Utredningen ska genomforas skyndsamt.
Utredningens ledaméter har tystnadsplikt och skall inte blanda in fler personer d4n nddvéndigt
for att undvika oldgenheter. Utredning och beslutsfattande méste ske sakligt, objektivt och
opartiskt. Ingen befattningshavare ma deltaga i beslut, utredning eller eljest i beredningen av
ett drende som ror denne sjilv, ndgon nirstaende till denne eller eljest har ett personligt
intresse 1 fragan.

I en utredning skall berorda personer horas och beredas tillfélle att yttra sig. Dessa personer
skall horas inom sju (7) arbetsdagar fran det att arbetsutskottet fatt kinnedom om den
eventuellt dtgdardsgrundande incidenten i fraga. Personer inblandade i utredningen har rétt till
anonymitet i den utstrickning det dr mdjligt med hansyn till omstindigheterna.

Nér en medlem agerat pa ett sitt som skadar foreningen, eller i strid med féreningen
Uppforandepolicy kan styrelsen besluta att:

Forklaring om att ingen Atgérd tas

1) Om en medlems dvertrddelse endast dr av ringa betydelse, om ingen Overtridelse
begatt eller om synnerliga skél for att ingen atgérd ska tas kan styrelsen besluta 1dmna
forklaring om att ingen atgérd ska tas till berérda medlemmar.
Varning

2) Om en medlems overtrddelse beddms vara mindre allvarlig kan styrelsen besluta att
varna medlemmen. Varning ges dé en person upptritt pa ett oldmpligt sitt, men som
inte ar tillrackligt allvarligt for att beslut om avstidngning eller uteslutning, och det
bedoms tillrackligt for att det olampliga beteendet inte ska upprepas. Medlemmen ska
erinras om att varning ér en allvarlig atgérd, och att en varning péverkar framtida
beddmningar om avstidngning eller uteslutning.
Avstingning

3) En medlem som gjort en allvarligare dvertriddelse kan stdngas av fran all
foreningsverksamhet.
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4) Styrelsen kan i stéllet besluta att endast stinga av medlemmen fran viss eller vissa
typer av verksamhet, sdsom pubar och fester, om styrelsen bedomer att det dr en
tillracklig atgérd 1 forhallande till overtrddelsen och risken for att medlemmen begar
ytterligare dvertradelser.

5) Beslut om avstingning ska bestimmas till viss tid.

Utesluta medlem.

Avsténgning och uteslutning i enlighet med 8 § 1 foreningens stadga ér de stringaste
verktygen som stér till buds vid de hdndelser som &r av den natur stadgarna anger for
avstangning och uteslutning. Avstdngning och uteslutning som &atgérd ska darfor tillimpas
mycket restriktivt. Beslut om &tgird enligt ovan ska, efter beredning av arbetsutskottet, i
forsta hand fattas av styrelsen. I avvaktan pa styrelsens beslut dger arbetsutskottet,
interimistiskt, utan medgivande frén styrelsen, fatta beslut om atgérd enligt denna policy.
Berord foreningsmedlem ska delges alla beslut rorande dennes person. Fragan skall
behandlas pa nésta styrelseméte.
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Forslag till andring i Juridiska Foreningens
Representationspolicy

Foljande revideringar foreslés ...

Gamla lydelsen

Internationella sekreteraren, alternativt dennes suppleant, dger ritt att enligt
bestammelserna under “Representationsgavor” inhandla samt dverrdcka
géva av ringa virde till anordnande forening. Sddan gava fir, om
internationella sekreteraren finner det nddvéndigt, utgoras av alkoholhaltig
dryck med procentsats 6ver den som nedan anges som maximalt tillatna.
Sarskild restriktivitet skall dock rada for inkdp av sddan gava och far vid
inga omsténdigheter utgoras av alkoholhaltig dryck med en procentsats dver

40%.

Nya lydelsen

Internationella sekreteraren, alternativt dennes suppleant, dger ritt att enligt
bestammelserna under “Representationsgavor” inhandla samt dverrdcka géva
av ringa virde till anordnande férening. Saddan gava fér, om internationella
sekreteraren finner det ldmpligt, utgbras av alkoholhaltig dryck.
Alkoholhaltiga drycker som gdva undantas fran maxgrdnsen pda 15% som
anges i “Representationsgavor”. Sddana gavor far vid inga omstandigheter
utgoras av alkoholhaltig dryck med en procentsats dver 40%.

Internationell sekreterare

Helia Roofpanah
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Underhallningsmistare

Felicia Forneman Soderlind
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Forslag till andring i Juridiska Foreningens ILM-policy

Foljande revideringar foreslés ...

1 § Syftet med International Law Mentorship Program, (“ILM”)

Syftet med ILM vid Juridiska foreningen vid Stockholms universitet dr att
introducera de internationella utbytesstudenterna sam¢ LL.M.-studenterna
till Juridiska foreningen och dess olika kommittéer. De internationella
faddrarnas och internationella dverfaddrarnas dndamal &r att frimja en
vialkomnande miljo dér alla kénner sig trygga, motivera till aktivt
engagemang och en vilja att engagera sig i Juridiska foreningen efter att
ILM ér over.

2§st.2

Med LL.M.-student forstas studenter som studerar Master of Laws pd
Stockholms universitet och kommer fran ett annat land dn Sverige.

3 § ILM-fridens omfattning
ILM-friden omfattar perioden fran den forsta aktiviteten inom ILM till
och med ILM-sittningen som dr slutpunkten av insparken.

3 b § Internationell fadder, eller annan person som omfattas av
ILM-frid, som sedan innan har sadant umgdnge som avses i 2 § st. 3
med en internationell utbytesstudent undantas fran ILM-friden avseende
denna internationella utbytesstudenten endast om detta meddelas till
internationella sekreteraren innan ILM-perioden har inletts.

Internationell sekreterare
Helia Roofpanah

Vice ordforande
Emil Wallmark
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Forslag till Andring i Juridiska Foreningens Allergipolicy
I forsta hand yrkar jag pa foljande dndring:

1 § Det dr forbjudet att infora, fortira eller befatta sig med jordnotter eller

andra jamforliga baljviixter som orsakar luftburna allergiska reaktioner.
I andra hand yrkar jag pa foljande findring:

1 § Det dr forbjudet att infora, fortdra eller befatta sig med alla sorters notter

eller jamforliga baljvaxter pa Juristernas hus.

1 a § Forbudet i 1 § syftar framst till inforande, fortiring eller befattning av
Jjordnétter. Syftet med forbudet dr att skydda personer med luftburen

jordnétsallergi och att se till att Juristernas hus fortsatt dr oppen for alla

medlemmar trots olika allergier.

1 b § Andra notter eller jamforliga baljvixter som inte ndmns i I a § kan
forbjudas att inforas, fortiras eller tas med pa Juristernas hus av styrelsen
for en bestimd tid. Styrelsen ska i sitt beslut ta hdnsyn till om ndgon enskild

medlem eller flera medlemmar loper hog risk for allergireaktioner och
ddrmed mister mdjligheten att delta i foreningens aktiviteter.

Internationell sekreterare
Helia Roofpanah
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JURIDISKA FORENINGENS PROVISFRIDSPOLICY

1 § Provisfridens syfte

Med beaktande av den beroendestillning som en provis befinner sig i gentemot styrelseledamot,
klubbmaistaren, vice klubbmaéstare, &mbetsmén i klubbmaésteriet och marskalkar ar provisfriden till {for att
motverka intimt umgénge och/eller intim fysisk kontakt mellan provis och styrelseledamot,
klubbmastaren, vice klubbmastare, &mbetsméin i klubbmasteriet och marskalkar. Det handlar alltsd om att
ingen provis ska utpressas eller pd annat vis otillborligen utnyttjas till f6ljd av dennes beroendestéllning.

2 § Definition

Med provis forstas en person som genom meddelande frén klubbméstaren eller vice klubbméstare
antagits som provis i Juridiska foreningens klubbmisteri och som dnnu inte antagits som marskalk av
klubbmasteriet.

2 a § Med marskalk forstés en person som dr medlem i Juridiska foreningens klubbmasteri pa
Stockholms universitet.

3 § Begrinsning i tid
Provisfriden omfattar perioden fran den dag provisen antagits som provis till och med dagen efter att
denne invigts eller klubbméstaren meddelat annat.

4 § Innebord
Provisfriden innebar att de personer som omfattas av den inte far ha nagot intimt umgénge med provisen.
Intimt umgénge innefattar all kontakt som kan anses ha sexuell karaktar.

4a § Marskalk eller annan person som sedan innan har, sdidant umgénge som avses i 4 § med en provis
undantas frén provisfriden avseende denna provis endast om detta meddelas till Klubbmaéstaren innan
provisperioden inletts.

5 § Overtridelse
Vid overtrddelser ska fragan hinskjutas till styrelsen dir 1amplig atgérd skall beslutas om. Vid
forsvarande omstandigheter kan styrelsen besluta om uteslutning frén klubbmasteriet.

6 § Interimistisk avstidngning

Klubbméstaren dger rétten att interimistiskt besluta i drendet vid dvertradelse fran medlemmar i
klubbmésteriet. Vid interimistiskt beslut fran klubbmaistaren skall drendet behandlas pd ndstkommande
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styrelsemote. Vid utredning av ett drende enligt denna policy ska varningsriktlinjernas
utredningsbestdimmelser gilla i tillimplig utstrackning.
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Forslag till revidering av Juridiska Foreningens KA-policy

Med édndring av 2 § och tilligg av 2a, 2b §§ foreslis dndringarna:

1 § Med kassaansvarig (KA) forstas Juridiska foreningens styrelseledamot som
ansvarar for ett av foreningens evenemang.

la § Vice borgmaéstaren far vara KA pa uthyrningar.

2 § KA ansvarar for att oppna Juristernas hus samt att lasa ut kassor och
SA-telefonen infor anordnade evenemang.

2a § KA ansvarar for att manuellt sdtta pa ventilationen i lokalen under evenemang
som faller pa helgdagar.

2b § KA ansvarar for dterstdllning av alla utrymmen i lokalen samt att
Wallenbergsalen omarrangeras till lektionssal efter anordnat evenemang.

3 § KA ansvarar for att 1asa samt larma huset efter evenemang.

4 § KA skall i samrad med serveringsansvarig (SA) ansvara for att huset ar stidat i
anslutning till pubar och fester.

5 § KA ansvarar for att obehoriga ldmnar huset infor stadning.

Styrelsepost: Vice Ordforande
Namn: Emil Wallmark

Styrelsepost: Borgmistare
Namn: Jonathan Sandquist
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JURIDISKA FORENINGENS EKONOMIPOLICY
Budget

For varje verksamhetsomride skall en budget uppréttas vid verksamhetsarets borjan.
Respektive kommittéchef ska ansvara for budget for sitt verksamhetsomride. Finns ingen
given kommittéchef ska en budgetansvarig av styrelsen utses for verksamhetsomrédet.

Anvinda ekonomiska medel avsatta 1 budget

Det star varje kommittéchef, dennes stillforetradare eller annan budgetansvarig fritt att
anvinda budgeterade medel for det enskilda verksamhetsomradet. Detta géller dock inte om
inkOpsstopp utfardats. For enskilda inkop storre an 10 000 kronor ska dock alltid
ordforandeparet, i samrad med skattmésteriet, konsulteras. Detta géller inte sddana inkdp som
skattmésteriet maste anses ha kinnedom om, sdsom stdende inkop, savida dessa inkdp ar av
normalstor omfattning och kostnad.

Varje budgetansvarig ansvarar for att verksamhetsomradets budget inte 6verskrids.
Overskrids budgeterad kostnadspost med 10% ska budgetansvarig meddela detta till
skattmésteriet. Om det finns skil att befara att verksamhetsomrddets budget visentligen
kommer 6verskridas ska Skattmésteriet ta upp fragan for behandling av styrelsen.

Utlagg

For inkop 1 sammanhang med en kommités verksamhet kan foreningsmedlem sjilv gora
utldgg. Utbetalning for utldgg ska ske inom sju (7) arbetsdagar, under terminens officiella
tidsperiod, frén det att kvitto och korrekt ifylld blankett ankommit skattmaésteriet. Kvittot och
blanketten ska vara inlimnad till skattmisteriet inom en (1) manad for att utligget ska
erséttas. Skattmédstaren och vice skattmistaren kan meddela dispens frén denna bestimmelse
om sdrskilda skal foreligger. For inkop till ett storre véirde ska foreningens bankkort
anvéndas, 1 de fall styrelsemedlem sjdlv inte gor utligg.

Foreningens bankkort

For inkdp till ett storre varde ska foreningens bankkort anvindas, 1 de fall styrelsemedlem
sjalv inte gor utligg. Kvittot och blanketten ska vara inldmnad till skattmisteriet inom tva (2)
veckor, annars faktureras kortinnehavaren motsvarande belopp. Foreningskortet far 1anas fran
kortinnehavare (ordféranden, vice ordféranden, och borgmaistaren) for inkop till foreningen
gagn. Oaktat vem som har anvént kortet ansvarar kortinnehavaren att kvitto inkommer till
skattmaisteriet och blir betalningsskyldig nér inkdpet gors pé fel grund eller vid for sent
inkomna kvitton.
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Styrelsens och arbetsutskottets
befogenheter

Styrelsens befogenheter regleras i foreningens stadgar. Det star styrelsen fritt att besluta om
andring av denna policy i enlighet med stadgarna. Styrelsen kan bevilja ekonomiska medel
utover vad som foljer av budget dér det anses befogat. Vid bradskande drenden kan
arbetsutskottet bevilja medel till ett belopp om maximalt 10.000 kronor. Arendet ska tas upp
med styrelsen pd nidstkommande styrelseméte.

Ordférandens och vice ordférandens befogenheter

Foreningens ordforande och vice ordférande kan i1 extrema situationer bevilja nddvandigt
ekonomiskt utrymme for att avvirja sadan situation. Det ekonomiska utrymmet som far
nyttjas ska ej vara storre dn att den extrema situationen undanrdjs. Ytterligare atgard ligger
inom ramen for styrelsens eller arbetsutskottets befogenhet. Med extrema situationer forstas
situationer med risk for stora materiella eller ekonomiska skador som krédver omgaende
atgdrd, risk for psykiska/fysiska skador for foreningsmedlem i foreningstjanst vilka ej kan
véntas med att undanrdjas eller dirmed jamforbar situation. Mgjligheten for foreningens
ordforande och vice ordforande att bevilja medel enligt denna bestimmelse ska nyttjas
synnerligen restriktivt och bestimmelsens lydelse ska tolkas snivt.

Styrelsemedlems befogenheter

En styrelsemedlem kan, utan styrelsens tidigare godkdnnande och utanfor
styrelsemedlemmens roll som kommittéchef eller annars budgetansvarig, godkénna inkop av
vara eller tjanst till féoreningens gagn, till ett belopp om maximalt 1.000 kronor.

Skattmasteriets befogenheter

Om den likvida situationen s& kriaver kan skattmaisteriet, i samrad med ordférandeparet,
utfarda ett begréinsat eller totalt inkopsstopp for en period om maximalt 14 dagar. Dérefter
kan skattmésteriet rekommendera arbetsutskottet att forldnga inkdpsstoppet tills
arbetsutskottet eller styrelsen meddelar annat. Beslut fattade enligt denna bestimmelse av
skattmaésteriet eller arbetsutskottet kan upphévas av styrelsen. Ett begrinsat ink&psstopp kan
rora inkopsstopp for varor eller tjdnster av viss kategori eller med ett totalt virde dverstigande
en viss beloppsgrins. Med totalt inkdpsstopp forstas forbud mot att inforskaffa ndgot 1
foreningens namn som ligger utanfor tidigare tecknade bindande avtal. Varje budgetansvarig
ska pa anmodan av skattmaésteriet delta vid mote med dessa for uppfoljning av budget. Sddan
uppfoljning skall ske minst en gang per termin.

Personal- och fraktkostnader under uthyrningar och event
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Vid uthyrningar och event skall

borgmaéstaren i samrad med klubbmastaren tillgodose tillracklig personal for driften av baren
och stiddning av lokalerna, for att sékerstélla att alkoholtillstandet efterfoljs och att lokalerna
beaktansvirt vardas. En vecka innan uthyrning skall borgméstaren meddela skattmisteriet om
uthyrningens uppskattade intdkt samt faktureringsuppgifterna till kunden, eller senast da
sddana uppgifter tillfaller borgméstaren.

For utfardat arbete betalas erséttning ut till personal som korrekt har fyllt i arbetsblankett och
personalliggaren i foljande utstrackning (brutto); Serveringsansvarig och borgméstaren
erhdller en timersdttning pa 150 kr, kassaansvarig erhdller en timersittning pa 100 kr,
ordinarie personal erhéller en timersittning pa 140 kr. Borgmastarens erséttning beréknas
utifran uthyrning som hen i full omfattning varit delaktig i. Timerséttning kan komma att
justeras utifran behov samt till foljd av inflation. Erséttningen ackumuleras inte 1 fall personal
har flera befattningar pa en uthyrning eller ett event. Skattmistaren och vice skattmistaren
kan meddela dispens fran denna bestimmelse om sarskilda skil foreligger.

Virdepapper

Skattmistarna dr behoriga att forvalta foreningens ekonomiska tillgangar med
forsiktighet. Vidare ska Skattméstarna ldgga fram forslag pa forsiljning och kop
av fonder, aktier eller andra elektroniska vardepapper till styrelsen for beslut 1
enlighet med ekonomipolicyn.

Inkop 1 strid med ekonomisk policy

For inkop 1 uppenbar strid med ekonomipolicyn, féreningens stadgar eller lag svarar inkopare
personligen, savida styrelsen inte bedomer dvertrddelsen som ringa.

Milerséttning

Vid anvindning av egen bil till foreningens gagn utgar milersittning med 25kr milen.
Erséttningen kan justeras i enlighet med dé tids géllande erséttningstabell fran
Skatteverket.
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STOCKHOLM

JURIDISKA FORENINGENS TAXIPOLICY

1 § Personalen har rétt att aka taxi ndr de arbetat pé fester som péagar langre an till kl.
01:00. Detta gdller dven ndr personalen arbetat pd uthyrningar som anordnats
genom borgmdsteriet. Ritt till taxi foreligger normalt inte vid arbete under pubar.

2 § Endast personal som har arbetat under kvéllen, tills efter kl. 01:00, fram till
stingning, har ritt att aka taxi. Detta inkluderar 6fverfaddern samt ansvarig fiskal
under inspark perioden, och internationella sekreteraren samt ansvarig internationell
overfadder under ILM-perioden.

3 § Vid festarrangemang har kassaansvarig bestimmanderétt 6ver personalens rétt att
aka taxi.

4 § Kassaansvarig ansvarar for att kostnaden for taxi vid festarrangemang
minimeras.

5 § Styrelseledamdter har ratt att, d& det erfordras, dka taxi vid utovandet av sina
styrelseuppdrag.

6 § Medlemmar som jobbar med Juristdagarna har rétt att, da det erfordras, dka taxi
vid drenden som r6r Juristdagarna. Marknadssekreteraren fattar beslut nér det

erfordras.

7 § Medlemmar har rétt att aka taxi, da det erfordras, vid inkop till arrangemang som
Juridiska foreningen anordnar. Berdrd kommittéchef fattar beslut nér det erfordras.

8 § Ratten att aka taxi i1 de fall som anges i 5-7 §§ dar resvégen ar ldngre dn fem mil
ska endast foreligga vid undantagsfall.

9 § Vid ovriga tillfdllen dn ovanstdende krdvs det att skattméstaren eller vice
skattmdstaren lamnar sitt godkdnnande for att rétt till taxi ska foreligga.
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JURIDISKA FORENINGEN

STOCKHOLM

JURIDISKA FORENINGENS PERSONUPPGIFTSPOLICY

1 § Personuppgiftsansvarig

Juridiska foreningen vid Stockholms universitet (“Foreningen”) dr en ideell forening som
verkar for ett studiefrimjande klimat f6r studenter vid juristprogrammet vid Stockholms
universitet. Foreningen dr personuppgiftsansvarig for behandling och lagring av
personuppgifter.

la § Informationssekreteraren dr Féreningens kontaktperson for frdgor avseende
personuppgifter. Huvudsaklig kontakt sker via e-post till infosek@jurstud.com

2 § Inhdmtning av personuppgifter

De personuppgifter som Foreningen behandlar inhdmtas direkt frdn den som registrerar sig
som medlem i Foreningen och frdn Mecenat som Foreningen samarbetar med.
Personuppgifter inhdmtas ocksa vid bokning till evenemang, diribland bokning av sittningar,
underhéllning och vid evenemang med representanter frén niringslivet. Vidare inhdmtas
personuppgifter i form av bilder ndr Féreningen tar foton under evenemang som Foreningen
anordnar.

3 § Omfattning
De personuppgifter som Foreningen inhdmtar dr bland annat namn, personnummer, e
postadresser och bilder.

4 § Syfte

Syftet med behandlingen av personuppgifter ar att fullgora Foreningens avtalsforpliktelser
gentemot dess nuvarande och fore detta medlemmar. Med avtalsforpliktelser avses hér
sarskilt Foreningens stadga, till vilken medlemmar ska ses som avtalsparter.

Foreningen behandlar dven personuppgifter for marknadsforingsdndamal, vilket innebér att
bilder pa personer som deltar pd evenemang arrangerade av Foreningen kan komma att
publiceras pé sociala medier.

5 § Rittslig grund
Den rittsliga grunden for behandlingen av personuppgifter enligt ovan &r att behandlingen &r
nodvindig for att fullgdra avtal 1 vilket Foreningens medlemmar ar part (se GDPR art. 6.1.b).
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Vidare utgors réttslig grund for behandling av personuppgifter av Foreningens rattsliga
forpliktelse enligt bokforingslagen (1999:1078) (se GDPR art. 6.1.c).
Bilaga 20

Dérutover utgors rittslig grund for ] U R I D -[ S KA F (j RE N I N G E N

behandling av personuppgifter av STOCKHOLM
intresseavvagning, i vilken Foreningens

berittigade intressen utgors av exempelvis

marknadsforing (se GDPR art. 6.1.1).

6 § Lagring
Personuppgifter sparas inte under langre tid 4n vad som &ar nodvandigt for de &ndamal for
vilka personuppgifterna behandlas.

Personuppgifter lagras sa ldnge de behdvs for bokning av evenemang enligt 2 § samt for
bokforing i1 enlighet med bokforingslagen.

Lagring av personuppgifter i medlemsregister lagras sa ldngt som det dr nddvindigt {or att
fullgora Foreningens avtalsforpliktelser.

Dérutover kan personuppgifter lagras for marknadsforingsdndamal under en dndamalsenlig
period oberoende av avtalsforhallande.

7 § Riitt att ta del av personuppgifter
Den som vill ta del av vilka personuppgifter som behandlas, eller vill fa sina personuppgifter
rattade eller raderade, ska kontakta Foreningens kontaktperson enligt 1a §.
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Sammanstallning av foreslagna policy forandringar

Uppforandepolicy
Bakgrund

Var uppforandepolicy tjanar huvudsakligen tva syften: att reglera medlemmar och andra
deltagares uppforande, samt att ligga till grund for avstidngningar och uteslutningar i
enlighet med 8 § stadgarna. Med det syftet i atanke har vi valt att omstrukturera och
uppdatera nuvarande policy. Vi har infort nya bestimmelser kring véld, skadegorelse,
uppforande nir medlemmar representerar foreningen och ovrigt olampligt beteende. Vi
har dven valt att dndra diskriminerings bestimmelsen for att korrespondera med det som
sedan tidigare géllde enligt likabehandlingspolicyn. For att gora det enklare att hitta
bestimmelser i ritt sammanhang har vi dven valt att lyfta ut bestimmelserna om
frimjande atgérder och rekrytering och i stillet placerat dessa i likabehandlingspolicyn.
Strukturen har dven i viss mén fordndrats och placeringen av vissa bestimmelser har
forflyttats. Tanken 4r nu att policyn borjar med en dndamalsforklaring och
tillampningsomrade, for att sedan ga dver till de materiella reglerna, och avslutas med
anméilnings uppmaningar och pafoljder.

Nuvarande lydelse Foreslagen lydelse

1§ Syfte

13 Vision Juridiska foreningen verkar i ett studiesocialt

Juridiska foreningen verkar i ett

studiesocialt syfte och bedriver syfte och bedriver verksamhet med och for

verksamhet med och for juriststudenter vid Stockholms universitet.
juriststudenter vid Stockholms Foreningen med dess verksamhet ska verka
universitet. Foreningen med dess for en trygg miljo for alla medlemmar och

verksamhet ska verka for en trygg
milj6 for alla medlemmar och ska
préaglas av respekt, likabehandling

ska préglas av respekt, likabehandling och
mangfald, dir manniskors lika varde ska

och méngfald, dir ménniskors lika vara en central virdegrund. Det forvéntas
véirde ska vara en central vidare att samtliga medlemmar ska visa
vardegrund. Det forvéntas vidare av respekt och omtanke gentemot varandra.

samtliga medlemmar att visa respekt
och omtanke gentemot varandra.
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2 § Syfte och tillimpningsomrade
Denna policy ska

genomsyra bade den
organisatoriska och

operativa verksamheten

i foreningen och ska

foljas av samtliga

medlemmar.

3 § Definitioner
Likabehandling: innebér att
alla ménniskor ska ges lika
rittigheter, mojligheter och
skyldigheter att ta del av
foreningens verksamhet da
ménniskor har olika
utgangsliage och behov.

Diskrimineringsgrunder
(med utgéngspunkt i
diskrimineringslagen
(2008:567)): kon,
konsidentitet eller
uttryck, etnisk
tillhorighet, religion eller
annan trosuppfattning,
funktionsnedséttning,
sexuell 1dggning eller
alder. Diskriminering
avser foljande:

e direkt diskriminering:
negativ sidrbehandling
eller missgynnande av
person som har en direkt
koppling till nédgon eller
nagra av
diskrimineringsgrunderna.

e indirekt
diskriminering:
tillimpning av
formellt neutral

regel som i
praktiken
missgynnar
personer ur nagon
eller nagra av
diskrimineringsgrun

Transaktion 09222115557510011534

2 § Tillimpningsomrade
Denna policy ska genomsyra hela Juridiska
foreningens verksamhet och foljas av samtliga
medlemmar och andra som deltar 1
foreningens arrangemang eller vistas i
foreningens lokaler.

‘

3 § Diskriminering

Juridiska foreningen tolererar inte ndgon
form av icke-berdttigad sdrbehandling eller
diskriminering pa grund av en persons kon,
konsidentitet eller uttryck, etnisk tillhorighet,
religion eller annan trosuppfattning,
funktionsnedsdttning, sexuell ldggning, dlder,
eller annan godtycklig grund.

Sdrbehandling eller diskriminering dr endast
berdttigat i syfte att framja jamstdlldhet.

Diskrimineringslagen (2008:567) kan
anvdndas vigledande vid
tolkningssvarigheter.

4 § Trakasserier och sexuella trakasserier

Juridiska foreningen tolererar inte
upptrddanden som krdnker en annans persons
vdrdighet.

Juridiska Féreningen tolererar inte
upptrddande av sexuell natur som krdnker en
annan person. Det innefattar bdde tydliga
sexuella handlingar och antydningar samt
mer subtila sadana.

5 § Vild och skadegorelse
Juridiska foreningen tolererar inte ndgon
form av vald eller skadegorelse.
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derna.

Trakasserier avser foljande:

e Ett upptridande som
krénker en persons
vardighet, om
upptrédandet har
samband med nagon
eller nagra av
diskrimineringsgrund
erna.

Sexuella trakasserier avser foljande:

e Ett upptrddande av
sexuell natur som
krénker nédgons
vardighet. Det
innefattar bade tydliga
sexuella handlingar och
antydningar samt mer
subtila sddana.

4 § Rekrytering
Rekrytering till
foreningens verksamhet
ska genomsyras och
végledas av denna policy.
Foljande ska gélla:

e Samtliga medlemmar i foreningen &r
vilkomna att engagera sig i densamma.

e Det uppmanas att all rekrytering
till ansvarsposter inom foreningen
ska ske genom Gppen ansokan.

5 § Trakasserier, sexuella trakasserier och
disciplindra atgérder
Diskriminering, trakasserier och sexuella

trakasserier &r inte accepterat inom foreningen.

Den som utsitts, eller som kdnner till eller
misstdnker att ndgon har blivit utsatt, for
diskriminering, trakasserier eller sexuella
trakasserier inom foreningens verksamhet
uppmanas att rapportera hindelsen till
styrelsen, mer specifikt arbetsutskottet.

Hantering av sddana rapporterade hiandelser ska

Transaktion 09222115557510011534

6 § Upptridande i samband med
foreningens verksamhet
Alla som deltar pa foreningens arrangemang,
eller vistas i foreningens lokaler, ska visa
respekt mot personal och alla andra som
deltar pd foreningens arrangemang, eller
vistas i foreningens lokaler.

Medlemmar, andra som deltar pa ett av
foreningens arrangemang eller vistas i
foreningens lokaler ska folja personal eller
annan ansvarigs instruktion.

Barpersonal far vigra alkoholservering da
detta dr pakallat av ordningsskél eller om det
annars foljer av lag eller annan forfattning.
Serveringsansvarig, personal, samt
styrelseledamot far vigra person tilltrade till
lokalen om denne stor eller kan befaras stora
ordningen.

Medlemmar ska dd de representerar Juridiska
foreningen och i samband med foreningens
verksamhet upptrdda respektfullt, iaktta denna
uppforandepolicy, foreningens ovriga policys,
foreningens stadgar, lag och annan
forfattning.

7 § Ovrigt oliimpligt beteende
Medlemmar, andra som deltar pd ett av
foreningens arrangemang eller vistas i
foreningens lokaler ska inte pd annat sdtt bete
sig olampligt.

8 § Juristernas hus
Juristernas hus dr medlemmarnas
samlingsplats och det ar viktigt for allas
trevnad att varda huset, och inte forstora eller
skrépa ner.
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ske i enlighet med foreningens handlingsplan.

6 § Framjande atgarder
Foreningen ska arbeta
aktivt genom att
undersoka, analysera,
atgédrda och folja upp
efterlevandet av denna
policy. Det ar ytterst
styrelsens ansvar att bidra
med frimjande atgérder.
Exempel pé frimjande
atgdrder ar tydlig
kommunikation till
dmbetsmén och personal
géllande policyns
innehéll.

7 § Ovrigt

Allt arbete inom foreningen
sker i regel pa ideell basis och
av medlemmar eller fore detta
medlemmar. Det dr viktigt att
respektera och folja de
instruktioner som personalen
ger.

Medlem som deltar i ett
arrangemang ska folja ansvarigs
instruktioner. Barpersonalen far
végra alkoholservering da detta &r
pakallat av ordningsskdl eller
eljest vad som foljer av lag eller
annan forfattning.
Serveringsansvarig samt
styrelseledamot far vigra person
tilltrade till lokalen om denne stor
eller kan befaras stora ordningen.

Juristernas hus ar
medlemmarnas samlingsplats
och det dr viktigt for allas
trevnad att varda huset och inte
skrépa ner.

Person som inte ar
medlem och bryter mot
ovanstdende regler kan

Transaktion 0922211555

7510011534

9 § Anmilningsforfarande

Den som utsitts, eller som kénner till eller
misstinker att ndgon har blivit utsatt, for
diskriminering, trakasserier eller sexuella
trakasserier inom foreningens verksamhet
uppmanas att rapportera hindelsen till
arbetsutskottet.

10 § Hantering av drenden och paféljder
Overtridelse av denna uppférandepolicy kan i
enlighet med 8 § Juridiska foreningens
stadgar, och Juridiska foreningens
varningsriktlinjer leda till uteslutande eller
avstdngning.

Person som inte 4&r medlem och bryter mot
denna uppforandepolicy kan végras tilltrade
till foreningens arrangemang, verksamhet och
lokaler.

Rapporterade dvertradelser hanteras enligt
foreningens handlingsplan.
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végras tilltrade till
foreningens
arrangemang och
verksamhet.

Likabehandlingspolicy

Bakgrund

Likabehandlingspolicy har uppdaterats med dndamal att vara ett styrdokument hur féreningen
ska arbeta med likabehandling. Dérav har bestimmelser om rekrytering och frdmjande
atgarder (nu “uppfoljning”) flyttats fran uppforandepolicy hit.

1§ Andamal

Som fakultetsforening for studerande vid Stockholms universitet, och som en organisation
dar manniskor umgas, utvecklas och etablerar kontakter, dr det av yttersta vikt att Juridiska
foreningen aktivt arbetar for likabehandling. Detta ska vara ett medvetet och aktivt arbete, vi
ska striva efter en forening dér alla moten sker pd lika villkor. Styrelsen for Juridiska
foreningen vid Stockholms universitet ser det som en sjélvklarhet att ingen medlem skall
behandlas olikt baserat pd kon, konsidentitet eller uttryck, etnisk tillhdrighet, religion eller
annan trosuppfattning, funktionsnedsittning, sexuell 14ggning, alder, eller annan godtycklig
grund. Alla ménniskor har lika virde och skall behandlas dérefter.

Juridiska foreningen anser att:

1. Alla medlemmar ska behandlas med respekt for sin person.
2. Mangfald inom foreningens samtliga organ ir ett efterstrdvansvéart mal.

3. Ingen ska behdva kénna sig hindrad eller obekvdm att deltaga 1 foreningens
verksamhet.

4. Det ér varje enskild medlems ansvar att se till att Juridiska Féreningen priglas av
tolerans och 6ppenhet.

5. Likabehandlingsprincipen ska genomsyra bade den organisatoriska och den operativa
verksamheten i1 foreningen.

Frimjande dtgiirder
2§  Rekrytering
Rekrytering till foreningens verksamhet ska genomsyras och vigledas av denna policy.
Féljande ska gilla:
o Samtliga medlemmar i foreningen dr vilkomna att engagera sig i densamma.

® Det uppmanas att all rekrytering till ansvarsposter inom foreningen ska ske genom
Oppen ansokan.

3 Uppfoljning
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Féreningen ska arbeta aktivt genom att undersoka, analysera, datgdrda och félja upp
efterlevandet av denna och uppforandepolicyn. Det dr ytterst styrelsens ansvar att bidra med
framjande dtgdrder. Exempel pa framjande dtgdrder dr tydlig kommunikation till dmbetsmdn
och personal gdllande policyns innehdll.

Varningsriktlinjer och handlingsplan

Bakgrund

Varningsriktlinjerna och handlingsplanen har uppdaterats sprikligt vad géller just
varningsriktlinjerna. Aven ritten till anonymitet har foréindrats for att béttre spegla avsikten
att utgangspunkten ska vara att ritt till anonymitet foreligger. Viss upprepning har tagits bort
(jfr. 5 och 9 §§ nuvarande lydelse), och viss mindre omstrukturering har dven gjorts. I
handlingsplanen har inforts en punkt om att serveringsansvarig eller kassaansvarig ar primart
ansvarig for att skota kontakt med larmcentral vid behov.

Nuvarande lydelse (i relevanta delar):

4 § Da en medlem betett sig oldmpligt, 1 strid mot antagna policys eller i dvrigt brister i
uppforande kan styrelsen besluta i enlighet med foljande:

1) Forklara att atgird ej skall vidtas om det konstateras att medlems agerande ej ér av
allvarlig betydelse eller regelovertradelse ej begatts eller andra synnerliga skal for att atgard
ej skall vidtagas foreligger.

2) Varna medlem som gjort en mindre allvarlig regeldvertradelse eller vars olampliga
beteende anses som mindre allvarligt. Varningar ges dd personen upptrétt pa ett oldmpligt sétt
men inte tillrickligt allvarligt for avstingning och uteslutning och det beddms att en varning
riacker for att det oldmpliga upptrddandet inte ska upprepas. Om det olampliga upptradandet
upprepas efter en varning bedoms det som sérskilt allvarligt. Medlem ska erinras om att
varningen &r en dtgird av allvarlig natur och ligger till grund for framtida bedomningar
avseende eventuella avstdngningar.

3) Avstidnga medlem, som gjort en allvarligare regelovertriadelse, fran en viss typ av
verksamhet sasom pubar och fester under viss tid.

4) Avstianga medlem fran all typ av foreningsverksamhet i enlighet med stadgarna.

Foreslagen lydelse:

1 § Nér en medlem agerat pa ett sitt som skadar foreningen, eller i strid med féreningen
Uppforandepolicy kan styrelsen besluta att:

Forklaring om att ingen atgiird tas

1) Om en medlems Gvertriddelse endast dr av ringa betydelse, om ingen dvertradelse
begatt eller om synnerliga skél for att ingen dtgérd ska tas kan styrelsen besluta lamna
forklaring om att ingen &tgérd ska tas till berérda medlemmar.
Varning
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2)

3)

4)

5)

Om en medlems dvertradelse beddms vara mindre allvarlig kan styrelsen besluta att
varna medlemmen. Varning ges d& en person upptritt pa ett olampligt sitt, men som
inte dr tillrdckligt allvarligt for att beslut om avstingning eller uteslutning, och det
bedoms tillrackligt for att det olampliga beteendet inte ska upprepas. Medlemmen ska
erinras om att varning &r en allvarlig atgéird, och att en varning paverkar framtida
beddmningar om avstingning eller uteslutning.

Avstingning

En medlem som gjort en allvarligare dvertridelse kan stidngas av frén all
foreningsverksamhet.

Styrelsen kan 1 stéllet besluta att endast stinga av medlemmen fran viss eller vissa
typer av verksamhet, sdsom pubar och fester, om styrelsen bedomer att det dr en
tillracklig atgérd i forhallande till 6vertrddelsen och risken for att medlemmen begér
ytterligare dvertradelser.

Beslut om avstidngning ska bestimmas till viss tid.

Nuvarande lydelse:

8 § Personer inblandade i utredningen har ritt till anonymitet. Denna bestimmelse géller
endast 1 den utstrackning det &r mojligt med hénsyn till omstdndigheterna.

Foreslagen lydelse:

7 § Personer inblandade 1 utredningen har ritt till anonymitet 1 den utstrackning det ar mojligt
med hénsyn till omstédndigheterna.
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Instagram och lunchoppet

Enligt min uppfattning dr det inte s manga som vet att huset vanligtvis dr 6ppet for
lunch. Jag tidnker att detta kanske &r nagot vi skulle kunna “annonsera” om pé foreningens
instagram-hindelse, exempelvis varje méndag eller liknande. Da kan man dven skriva ut
ddr om det nagon vecka inte skulle vara oppet eller liknande.

Sekreterare
Emma Ridell
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JURIDISKA FORENINGEN

STOCKHOLM

Diskussionspunkt samarbete med SF

SF undrar om vi skulle kunna ha gemensamma danslektioner

Underhallningsméstare
Felicia Forneman Soderlind
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Evidence quality of Scrive e-signed documents
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-05 13:32:44.693885 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      130.237.240.205

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Emma Ridell (ER) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-05 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-05 13:32:44.693885 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ordforande@jurstud.com) to Daniel Johansson (DJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-05 13:32:44.693885 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (viceskattmastare@jurstud.com) to Elias Krantz (EK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-05 13:32:55.413085 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Emma Ridell (ER) was delivered.

      


    

  



  

  

    		2024-02-05 13:32:55.428019 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sekreterare@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 13:32:55.442667 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Daniel Johansson (DJ) was delivered.

      


    

  



  

  

    		2024-02-05 13:32:55.457449 UTC ±72 ms

    		2024-02-05 12:34:19.053393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Krantz (EK) was delivered.

      


    

  



  

  

    		2024-02-05 13:47:18.223137 UTC ±24 ms

    		2024-02-05 13:34:21.029305 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sekreterare@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 13:52:34.031633 UTC ±33 ms

    		2024-02-05 13:34:21.029305 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to viceskattmastare@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 13:52:36.711093 UTC ±33 ms

    		2024-02-05 13:34:21.029305 UTC

    		

      130.237.240.227

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Elias Krantz (EK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-05 13:53:25.514037 UTC ±34 ms

    		2024-02-05 13:34:21.029305 UTC

    		

      130.237.240.227

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Elias Krantz (EK) signed in the signature box “signature 1”.
[image: signature]<V Az
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    		2024-02-05 13:53:25.514037 UTC ±34 ms

    		2024-02-05 13:34:21.029305 UTC

    		

      130.237.240.227

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Elias Krantz (EK) signed the document.

      


    

  



  

  

    		2024-02-05 14:04:12.74291 UTC ±51 ms

    		2024-02-05 13:34:21.029305 UTC

    		

      130.237.240.79

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        The party Daniel Johansson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-05 15:50:06.093225 UTC ±17 ms

    		2024-02-05 15:34:24.62572 UTC

    		

      217.213.111.158

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Emma Ridell (ER) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-05 15:50:07.588691 UTC ±17 ms

    		2024-02-05 15:34:24.62572 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sekreterare@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 15:57:04.192697 UTC ±25 ms

    		2024-02-05 15:34:24.62572 UTC

    		

      217.213.111.158

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Emma Ridell (ER) signed in the signature box “signature 1”.
[image: signature]
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    		2024-02-05 15:57:04.192697 UTC ±25 ms

    		2024-02-05 15:34:24.62572 UTC

    		

      217.213.111.158

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Emma Ridell (ER) signed the document.

      


    

  



  

  

    		2024-02-05 16:40:03.945449 UTC ±7 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to viceskattmastare@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 16:42:03.973839 UTC ±9 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sekreterare@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 17:15:40.469058 UTC ±50 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      83.254.106.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Daniel Johansson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-05 17:15:42.056171 UTC ±50 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ordforande@jurstud.com was opened.

      


    

  



  

  

    		2024-02-05 17:16:43.262064 UTC ±51 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      83.254.106.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Daniel Johansson (DJ) signed in the signature box “signature 1”.
[image: signature]
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    		2024-02-05 17:16:43.262064 UTC ±51 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      83.254.106.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Daniel Johansson (DJ) signed the document.

      


    

  



  

  

    		2024-02-05 17:16:43.262064 UTC ±51 ms

    		2024-02-05 16:34:26.408701 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 






	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	  
	  
	
	
	  
	  
	






	

		
		0
	




	

	

	

	

	

	

	

	

	

		
		10
	




	

	

	

	

	

	

	

	

	

		
		20
	




	

	

	

	

	

	

	

	

	

		
		30
	




	

	

	

	

	

	

	

	

	

		
		40
	




	

	

	

	

	

	

	

	

	

		
		50
	




	

	

	

	

	

	

	

	

	

		
		60
	




	

	

	

	

	

	

	

	

	

		
		70
	




	

	

	

	

	

	

	

	

	

		
		80
	




	

	

	

	

	

	

	

	

	

		
		90
	




	

	

	

	

	

	

	

	

	

		
		100
	




	

		
		-0.01
	




	

	

	

	

	

	

	

	

	

		
		-0.008
	




	

	

	

	

	

	

	

	

	

		
		-0.006
	




	

	

	

	

	

	

	

	

	

		
		-0.004
	




	

	

	

	

	

	

	

	

	

		
		-0.002
	




	

	

	

	

	

	

	

	

	

		
		 0
	




	

	

	

	

	

	

	

	

	

		
		 0.002
	




	

	

	

	

	

	

	

	

	

		
		 0.004
	




	

	

	

	

	

	

	

	

	

		
		 0.006
	




	

	

	

	

	

	

	

	

	

		
		 0.008
	




	

	

	

	

	

	

	

	

	

		
		 0.01
	




	

	
		Probability [%]
	


	
		Clock error [s]
	



	empirical cdf



	
		empirical cdf
	


		


	
	estimated cdf

	
		estimated cdf
	


		


	
	difference

	
		difference
	


		


	





	







4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.57 ms

		standard deviation: 1.56 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.693%

		|e| < 5 ms: ≈99.753%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-12-26 00:54:58.802063 UTC and 2024-02-05 16:34:26.408701 UTC:







  		Time collected

  		Clock offset







  

    		2023-12-26 00:54:58.802063

    		-0.7 ms

  





  

    		2023-12-26 01:55:00.537173

    		-2.7 ms

  





  

    		2023-12-26 02:55:04.839804

    		0.2 ms

  





  

    		2023-12-26 03:55:06.87769

    		-1.7 ms

  





  

    		2023-12-26 04:55:09.8172

    		-1.9 ms

  





  

    		2023-12-26 05:55:12.165606

    		1.2 ms

  





  

    		2023-12-26 06:55:14.672988

    		1.0 ms

  





  

    		2023-12-26 07:55:16.466226

    		3.5 ms

  





  

    		2023-12-26 08:55:19.432709

    		0.0 ms

  





  

    		2023-12-26 09:55:22.450506

    		-0.4 ms

  





  

    		2023-12-26 10:55:24.485466

    		-2.5 ms

  





  

    		2023-12-26 11:55:27.598731

    		-1.9 ms

  





  

    		2023-12-26 12:55:30.668936

    		-2.0 ms

  





  

    		2023-12-26 13:55:32.174815

    		1.6 ms

  





  

    		2023-12-26 14:55:35.105271

    		2.6 ms

  





  

    		2023-12-26 15:55:37.113244

    		3.3 ms

  





  

    		2023-12-26 16:55:39.342946

    		0.6 ms

  





  

    		2023-12-26 17:55:40.94666

    		-0.9 ms

  





  

    		2023-12-26 18:55:42.638245

    		1.0 ms

  





  

    		2023-12-26 19:55:44.67239

    		2.5 ms

  





  

    		2023-12-26 20:55:48.073207

    		1.5 ms

  





  

    		2023-12-26 21:55:49.78258

    		-0.5 ms

  





  

    		2023-12-26 22:55:51.643578

    		0.4 ms

  





  

    		2023-12-26 23:55:53.191157

    		0.2 ms

  





  

    		2023-12-27 00:55:54.696056

    		0.4 ms

  





  

    		2023-12-27 01:55:56.86725

    		3.4 ms

  





  

    		2023-12-27 02:55:59.083542

    		0.0 ms

  





  

    		2023-12-27 03:56:00.918288

    		0.2 ms

  





  

    		2023-12-27 04:56:03.605135

    		3.6 ms

  





  

    		2023-12-27 05:56:07.057604

    		0.4 ms

  





  

    		2023-12-27 06:56:09.980382

    		0.2 ms

  





  

    		2023-12-27 07:56:12.053134

    		4.1 ms

  





  

    		2023-12-27 08:56:14.293217

    		0.8 ms

  





  

    		2023-12-27 09:56:16.734681

    		3.0 ms

  





  

    		2023-12-27 10:56:19.327376

    		2.5 ms

  





  

    		2023-12-27 11:56:21.644615

    		1.4 ms

  





  

    		2023-12-27 12:56:25.077116

    		2.4 ms

  





  

    		2023-12-27 13:56:26.796106

    		2.5 ms

  





  

    		2023-12-27 14:56:28.638643

    		-0.3 ms

  





  

    		2023-12-27 15:56:31.165764

    		1.3 ms

  





  

    		2023-12-27 16:56:33.144468

    		-2.1 ms

  





  

    		2023-12-27 17:56:36.494108

    		-0.8 ms

  





  

    		2023-12-27 18:56:40.152807

    		0.2 ms

  





  

    		2023-12-27 19:56:43.362632

    		0.3 ms

  





  

    		2023-12-27 20:56:46.01109

    		-0.9 ms

  





  

    		2023-12-27 21:56:49.472227

    		-0.4 ms

  





  

    		2023-12-27 22:56:51.213578

    		-0.4 ms

  





  

    		2023-12-27 23:56:53.01445

    		0.8 ms

  





  

    		2023-12-28 00:56:55.374071

    		-0.5 ms

  





  

    		2023-12-28 01:56:57.61138

    		0.9 ms

  





  

    		2023-12-28 02:56:59.802951

    		-0.7 ms

  





  

    		2023-12-28 03:57:01.507294

    		0.9 ms

  





  

    		2023-12-28 04:57:03.853393

    		0.7 ms

  





  

    		2023-12-28 05:57:07.008013

    		2.3 ms

  





  

    		2023-12-28 06:57:08.78307

    		2.0 ms

  





  

    		2023-12-28 07:57:10.652564

    		-1.3 ms

  





  

    		2023-12-28 08:57:12.86495

    		-0.4 ms

  





  

    		2023-12-28 09:57:15.45411

    		-0.5 ms

  





  

    		2023-12-28 10:57:17.345406

    		0.9 ms

  





  

    		2023-12-28 11:57:19.694615

    		1.0 ms

  





  

    		2023-12-28 12:57:21.790994

    		-0.5 ms

  





  

    		2023-12-28 13:57:23.57897

    		1.8 ms

  





  

    		2023-12-28 14:57:25.264946

    		0.8 ms

  





  

    		2023-12-28 15:57:27.510221

    		-0.2 ms

  





  

    		2023-12-28 16:57:30.397159

    		-0.5 ms

  





  

    		2023-12-28 17:57:32.391077

    		0.6 ms

  





  

    		2023-12-28 18:57:34.658739

    		2.3 ms

  





  

    		2023-12-28 19:57:36.534149

    		-0.3 ms

  





  

    		2023-12-28 20:57:39.547591

    		-1.2 ms

  





  

    		2023-12-28 21:57:41.527729

    		1.8 ms

  





  

    		2023-12-28 22:57:43.277925

    		0.1 ms

  





  

    		2023-12-28 23:57:45.649424

    		1.5 ms

  





  

    		2023-12-29 00:57:47.19963

    		-1.7 ms

  





  

    		2023-12-29 01:57:49.86248

    		0.6 ms

  





  

    		2023-12-29 02:57:52.852459

    		-0.3 ms

  





  

    		2023-12-29 03:57:55.427893

    		0.3 ms

  





  

    		2023-12-29 04:57:56.899513

    		-0.8 ms

  





  

    		2023-12-29 05:57:59.650724

    		0.1 ms

  





  

    		2023-12-29 06:58:01.356353

    		1.1 ms

  





  

    		2023-12-29 07:58:03.039941

    		2.2 ms

  





  

    		2023-12-29 08:58:05.072691

    		-0.4 ms

  





  

    		2023-12-29 09:58:06.899687

    		3.1 ms

  





  

    		2023-12-29 10:58:08.877996

    		0.8 ms

  





  

    		2023-12-29 11:58:10.725877

    		1.0 ms

  





  

    		2023-12-29 12:58:12.588378

    		-0.4 ms

  





  

    		2023-12-29 13:58:14.658671

    		1.3 ms

  





  

    		2023-12-29 14:58:16.70325

    		-1.1 ms

  





  

    		2023-12-29 15:58:18.515503

    		-0.7 ms

  





  

    		2023-12-29 16:58:20.609637

    		2.3 ms

  





  

    		2023-12-29 17:58:23.027024

    		0.5 ms

  





  

    		2023-12-29 18:58:26.493607

    		0.3 ms

  





  

    		2023-12-29 19:58:28.161752

    		-0.4 ms

  





  

    		2023-12-29 20:58:30.134094

    		-1.0 ms

  





  

    		2023-12-29 21:58:31.726063

    		-2.1 ms

  





  

    		2023-12-29 22:58:36.058806

    		0.6 ms

  





  

    		2023-12-29 23:58:39.59509

    		-0.5 ms

  





  

    		2023-12-30 00:58:41.423418

    		1.9 ms

  





  

    		2023-12-30 01:58:43.531548

    		2.8 ms

  





  

    		2023-12-30 02:58:46.095659

    		2.5 ms

  





  

    		2023-12-30 03:58:48.539151

    		0.4 ms

  





  

    		2023-12-30 04:58:50.464061

    		1.1 ms

  





  

    		2023-12-30 05:58:54.940081

    		0.6 ms

  





  

    		2023-12-30 06:58:57.831852

    		3.1 ms

  





  

    		2023-12-30 07:59:00.477404

    		1.1 ms

  





  

    		2023-12-30 08:59:04.158487

    		0.4 ms

  





  

    		2023-12-30 09:59:08.162847

    		-0.4 ms

  





  

    		2023-12-30 10:59:11.478035

    		1.5 ms

  





  

    		2023-12-30 11:59:13.861583

    		3.2 ms

  





  

    		2023-12-30 12:59:16.060128

    		-0.3 ms

  





  

    		2023-12-30 13:59:18.793451

    		1.8 ms

  





  

    		2023-12-30 14:59:22.162902

    		1.4 ms

  





  

    		2023-12-30 15:59:25.574648

    		1.7 ms

  





  

    		2023-12-30 16:59:27.370453

    		2.3 ms

  





  

    		2023-12-30 17:59:29.580179

    		0.9 ms

  





  

    		2023-12-30 18:59:32.709751

    		1.3 ms

  





  

    		2023-12-30 19:59:35.082145

    		2.9 ms

  





  

    		2023-12-30 20:59:37.241075

    		-0.6 ms

  





  

    		2023-12-30 21:59:40.309516

    		0.5 ms

  





  

    		2023-12-30 22:59:43.294618

    		0.6 ms

  





  

    		2023-12-30 23:59:45.921252

    		3.1 ms

  





  

    		2023-12-31 00:59:47.748128

    		0.7 ms

  





  

    		2023-12-31 01:59:50.037137

    		-0.5 ms

  





  

    		2023-12-31 02:59:52.235315

    		-3.5 ms

  





  

    		2023-12-31 03:59:53.969002

    		0.6 ms

  





  

    		2023-12-31 04:59:56.145883

    		-1.0 ms

  





  

    		2023-12-31 05:59:57.878125

    		-0.2 ms

  





  

    		2023-12-31 06:59:59.966711

    		1.0 ms

  





  

    		2023-12-31 08:00:02.514802

    		1.7 ms

  





  

    		2023-12-31 09:00:05.344774

    		-0.6 ms

  





  

    		2023-12-31 10:00:08.594995

    		3.7 ms

  





  

    		2023-12-31 11:00:10.283699

    		-0.5 ms

  





  

    		2023-12-31 12:00:14.589684

    		2.1 ms

  





  

    		2023-12-31 13:00:17.911753

    		1.4 ms

  





  

    		2023-12-31 14:00:20.021021

    		0.0 ms

  





  

    		2023-12-31 15:00:22.750637

    		-0.9 ms

  





  

    		2023-12-31 16:00:24.409928

    		0.4 ms

  





  

    		2023-12-31 17:00:27.095409

    		-1.3 ms

  





  

    		2023-12-31 18:00:28.8077

    		0.3 ms

  





  

    		2023-12-31 19:00:31.181913

    		-1.8 ms

  





  

    		2023-12-31 20:00:32.818992

    		-0.7 ms

  





  

    		2023-12-31 21:00:34.807694

    		-0.3 ms

  





  

    		2023-12-31 22:00:37.516467

    		1.5 ms

  





  

    		2023-12-31 23:00:40.178982

    		-0.3 ms

  





  

    		2024-01-01 00:00:42.191145

    		-1.6 ms

  





  

    		2024-01-01 01:00:44.894186

    		-1.5 ms

  





  

    		2024-01-01 02:00:46.646335

    		0.0 ms

  





  

    		2024-01-01 03:00:48.734079

    		1.9 ms

  





  

    		2024-01-01 04:00:51.020334

    		1.1 ms

  





  

    		2024-01-01 05:00:52.946078

    		1.0 ms

  





  

    		2024-01-01 06:00:54.498774

    		1.0 ms

  





  

    		2024-01-01 07:00:56.240622

    		1.6 ms

  





  

    		2024-01-01 08:00:58.145936

    		0.3 ms

  





  

    		2024-01-01 09:01:02.364729

    		-0.6 ms

  





  

    		2024-01-01 10:01:03.898704

    		1.2 ms

  





  

    		2024-01-01 11:01:05.496344

    		3.9 ms

  





  

    		2024-01-01 12:01:07.553647

    		3.4 ms

  





  

    		2024-01-01 13:01:09.674801

    		3.0 ms

  





  

    		2024-01-01 14:01:11.597103

    		0.7 ms

  





  

    		2024-01-01 15:01:15.473405

    		2.0 ms

  





  

    		2024-01-01 16:01:17.151862

    		3.4 ms

  





  

    		2024-01-01 17:01:19.904816

    		0.9 ms

  





  

    		2024-01-01 18:01:23.427255

    		1.5 ms

  





  

    		2024-01-01 19:01:25.15449

    		-0.6 ms

  





  

    		2024-01-01 20:01:29.468192

    		2.1 ms

  





  

    		2024-01-01 21:01:31.549652

    		0.4 ms

  





  

    		2024-01-01 22:01:33.276938

    		0.7 ms

  





  

    		2024-01-01 23:01:35.599742

    		0.6 ms

  





  

    		2024-01-02 00:01:38.166616

    		3.5 ms

  





  

    		2024-01-02 01:01:40.598284

    		2.0 ms

  





  

    		2024-01-02 02:01:42.519562

    		0.0 ms

  





  

    		2024-01-02 03:01:44.967954

    		-3.1 ms

  





  

    		2024-01-02 04:01:46.84861

    		-2.6 ms

  





  

    		2024-01-02 05:01:49.408565

    		-1.8 ms

  





  

    		2024-01-02 06:01:53.34458

    		0.0 ms

  





  

    		2024-01-02 07:01:55.03343

    		0.2 ms

  





  

    		2024-01-02 08:01:56.984905

    		1.3 ms

  





  

    		2024-01-02 09:01:58.825272

    		0.5 ms

  





  

    		2024-01-02 10:02:01.25029

    		2.0 ms

  





  

    		2024-01-02 11:02:03.058548

    		1.4 ms

  





  

    		2024-01-02 12:02:04.624629

    		1.3 ms

  





  

    		2024-01-02 13:02:07.492118

    		0.9 ms

  





  

    		2024-01-02 14:02:09.281454

    		0.3 ms

  





  

    		2024-01-02 15:02:11.020942

    		-0.6 ms

  





  

    		2024-01-02 16:02:12.614195

    		-2.4 ms

  





  

    		2024-01-02 17:02:14.527218

    		-2.1 ms

  





  

    		2024-01-02 18:02:18.949385

    		-1.4 ms

  





  

    		2024-01-02 19:02:23.033499

    		-2.2 ms

  





  

    		2024-01-02 20:02:27.350489

    		-1.3 ms

  





  

    		2024-01-02 21:02:29.115849

    		1.7 ms

  





  

    		2024-01-02 22:02:33.237477

    		-0.2 ms

  





  

    		2024-01-02 23:02:35.820973

    		1.7 ms

  





  

    		2024-01-03 00:02:38.972107

    		-0.6 ms

  





  

    		2024-01-03 01:02:41.346707

    		-0.1 ms

  





  

    		2024-01-03 02:02:45.171315

    		-0.9 ms

  





  

    		2024-01-03 03:02:47.167381

    		2.8 ms

  





  

    		2024-01-03 04:02:49.805553

    		1.7 ms

  





  

    		2024-01-03 05:02:51.916189

    		3.5 ms

  





  

    		2024-01-03 06:02:54.517755

    		1.1 ms

  





  

    		2024-01-03 07:02:56.125189

    		0.4 ms

  





  

    		2024-01-03 08:02:59.037859

    		1.7 ms

  





  

    		2024-01-03 09:03:00.882764

    		1.1 ms

  





  

    		2024-01-03 10:03:02.560744

    		0.6 ms

  





  

    		2024-01-03 11:03:05.052134

    		3.1 ms

  





  

    		2024-01-03 12:03:06.754847

    		0.9 ms

  





  

    		2024-01-03 13:03:08.471007

    		-0.3 ms

  





  

    		2024-01-03 14:03:10.189669

    		-0.2 ms

  





  

    		2024-01-03 15:03:12.107395

    		0.4 ms

  





  

    		2024-01-03 16:03:14.492567

    		-1.0 ms

  





  

    		2024-01-03 17:03:16.147814

    		2.6 ms

  





  

    		2024-01-03 18:03:18.387199

    		-1.4 ms

  





  

    		2024-01-03 19:03:20.530425

    		-1.1 ms

  





  

    		2024-01-03 20:03:22.096616

    		-1.0 ms

  





  

    		2024-01-03 21:03:24.40677

    		-2.0 ms

  





  

    		2024-01-03 22:03:26.233444

    		0.3 ms

  





  

    		2024-01-03 23:03:27.807441

    		-3.1 ms

  





  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-05 13:52:45.197 UTC

    		130.237.240.227

    		Elias Krantz (EK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-05 13:53:29.341 UTC

    		130.237.240.227

    		Elias Krantz (EK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-05 15:50:09.603 UTC

    		217.213.111.158

    		Emma Ridell (ER) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-05 15:57:03.244 UTC

    		217.213.111.158

    		Emma Ridell (ER) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-05 17:15:43.221 UTC

    		83.254.106.63

    		Daniel Johansson (DJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-05 17:16:42.602 UTC

    		83.254.106.63

    		Daniel Johansson (DJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  









